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Chapter 24

INTRODUCTION

Information technology including hardware, soft-
ware, and data is an integral part of our everyday 
life and it has brought enormous benefits to almost 
every economic sector. Nowadays, people and 
especially organizations are heavily relying and 

dependent on information technology (Commis-
sion of the European Communities, 2006). To 
ensure that our world is working as expected we 
have to protect IT components and the data which 
is stored on these components. The 2007 cyber 
attacks on the Estonian IT infrastructure and the 
July 2009 attacks on governmental websites of 
South Korea and the US have shown how vulner-
able national IT infrastructures are.

Stefan Fenz
Vienna University of Technology, Austria

E-Business and Information 
Security Risk Management:
Challenges and Potential Solutions

ABSTRACT

For almost all private individuals and especially organizations, information technology (IT) including 
hardware, software, and data is an irreplaceable part of their everyday life/business. Thus, IT has to be 
protected in an adequate way to ensure that it delivers the expected services. Information security risk 
management (ISRM) helps to holistically protect the IT and to minimize their failure probability at rea-
sonable costs. This chapter shows why ISRM is important for e-businesses, gives a brief overview about 
the ISRM history, describes current problems in ISRM, and presents novel ISRM methods as potential 
solutions to the stated problems. The chapter closes with an outlook on future ISRM research directions.
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E-Business and Information 
Security Risk Management

Information security breaches can cause serious 
harm to commercial organizations and studies 
have shown that even the stock price of an orga-
nization can be affected by information security 
breaches (cf. Campbell et al., 2003). According 
to Gefen et al. (2004) trust is especially important 
in the case of e-Commerce. Mahadevan (2004) 
proposed a three dimensional framework for de-
fining e-business models. Within the framework, 
security and trust represent significant values to 
buyers and sellers. Both concepts are considered 
major concerns in e-business. Therefore, the author 
argues that risk management clearly increases the 
value of e-business operations for buyers and sell-
ers. Besides several other components, trust and 
security depend on an established and maintained 
IT-security program which protects hardware, 
software, and data. Ideally the IT-security program 
is based on a comprehensive information security 
risk analysis. In that way sellers can efficiently 
protect their assets to prevent income loss, and 
buyers can make sure that their data is processed 
and stored in a secure way. Forrester Research 
estimated the IT-security costs of organizations 
in 2007 to over 100 billion USD worldwide. The 
Verizon 2009 Data Breach Investigations Report 
examined 90 confirmed breaches comprising over 
285 million sensitive data records (Baker et al., 
2009). 87% of these breaches were considered 
avoidable through simple or intermediate con-
trols. Here Information security risk management 
(ISRM) comes in. ISRM provides organizations 
tools and processes to estimate the risk level of their 
resources1 and to identify measures to mitigate the 
risk to an acceptable level. Although, ISRM has 
been used in the research and industrial field for 
over 30 years it is still linked to several problems. 
Therefore, the objectives of this chapter are: (i) to 
introduce the reader to ISRM, (ii) to give a brief 
overview about the ISRM history, (iii) to describe 
current problems in ISRM, (iv) to present novel 

ISRM methods as potential solutions to the stated 
problems, and (v) to provide an outlook to future 
research directions.

BACKGROUND

Generally risk is defined as the probability per 
unit time of the occurrence of a unit cost burden 
(Sage and White, 1980). In the information se-
curity context risk is defined as a function of the 
likelihood of a given threat-source’s exercising a 
particular potential vulnerability, and the resulting 
impact of that adverse event on the organization 
(Stoneburner et al., 2002). As the security measures 
which are necessary to lower the risk are almost 
always associated with costs, organizations strive 
for those measures which are capable to reduce the 
risk to an acceptable level at the lowest possible 
costs. ISRM addresses exactly these issues and was 
defined by the National Institute of Standards and 
Technology (NIST) in Special Publication 800-30 
as the process that allows IT managers to balance 
the operational and economic costs of protective 
measures and achieve gains in mission capability 
by protecting the IT systems and data that sup-
port their organizations’ mission (Stoneburner et 
al., 2002). Information security risk management 
represents a crucial element in ensuring a long-
term business success and numerous approaches 
to implementing an adequate information security 
risk management strategy have been proposed. 
Although the definition above was published in 
2002 we have to keep in mind that information 
security risk management is not a new domain. The 
history of information security risk management 
shows that people are researching in that field 
for over 30 years. Standards and best-practice 
guidelines are available and implemented in many 
organizations. So why be any longer concerned 
about information security risk management?

It was 1975 when the U.S. National Bureau of 
Standards proposed the Annual Loss Expectancy 
(ALE) as a metric for measuring computer-related 
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risks in (FIPS, 1975). The Annual Loss Expec-
tancy is calculated by summing up the products of 
impact and frequency of harmful outcomes. One 
shortcoming of this early approach is the fact that 
it does not distinguish between highly frequent, 
low impact events and rare, high impact events. In 
the 1980s it was again the U.S. National Bureau 
of Standards, which pushed on the efforts in the 
risk management domain (Soo Hoo, 2000). In a 
series of workshops they developed an iterative 
process for information security risk management 
which consists of the steps: identification of the 
requirements (asset values, threats, vulnerabilities, 
existing safeguards, etc.); analysis of threats, 
vulnerabilities and the scenario; risk measure-
ment; acceptance test; and safeguard selection 
and implementation (Soo Hoo, 2000). Although 
the information security risk management ap-
proaches of the following years provided some 
additional steps or different process structures, 
they are mainly based on this approach developed 
in the 1980s. A combination of qualitative and 
quantitative risk analysis methodologies has been 
proposed by Rainer et al. (1991) and comprises the 
identification of organizational value activities; 
identification of the IT component of each value 
activity; identification of linkages among value 
activities and IT component that supports each; 
determination of IT assets that support interorga-
nizational linkages; determination of the value of 
IT assets; identification of possible threats; iden-
tification of the vulnerability of assets to threats; 
and determination of the overall IT risk exposure. 
The security risk planning model by Straub and 
Welke (1998) includes the recognition of security 
problems; risk analysis (threat identification and 
risk prioritization); alternatives generation (gen-
eration of solutions which are able to mitigate the 
risk); decisions (selection and prioritization of 
security projects); and implementation. Besides 
general risk management frameworks, several 
information security investment decision support 
methods, which are an integral part of several risk 
management methodologies, have been proposed 

(cf. Finne (1998a,b); Gordon and Loeb (2002); 
Arora et al. (2004); Cavusoglu et al. (2004)). In 
2008, the PCR (perceived composite risk) metric 
was introduced by Bodin et al. (2008). Their ap-
proach extends the traditional ALE by combining 
it with the expected severe loss and the standard 
deviation of the loss, and provides organizations 
with an additional decision support tool for in-
formation security investments. To make these 
academic approaches usable to organizations, 
some of them have been used as a foundation for 
today’s information security risk management 
methods, standards and best-practice guidelines 
(e.g. CRAMM (Farquhar, 1991), NIST SP 800-30 
(Stoneburner et al., 2002), CORAS (Fredriksen 
et al., 2002), OCTAVE (Alberts et al., 2003), 
EBIOS (DCSSI, 2004), and recently ISO 27005 
(ISO/IEC, 2007)).

Current ISRM Problems

Recent studies (e.g. Straub and Welke (1998)) 
have shown that the lack of information secu-
rity knowledge at the management level is one 
reason for inadequate or non-existing informa-
tion security risk management strategies and 
that raising management’s information security 
awareness and knowledge level leads to more 
effective strategies. Smith and Spafford (2004) 
and PITAC (2005) identified information secu-
rity risk management as one of the top ten grand 
challenges in information technology security 
and demanded sound theories and techniques to 
support and enhance existing risk management 
approaches. In 2006, the European Network and 
Information Security Agency (ENISA) addressed 
these issues in (ENISA, 2006) and rated the 
establishment of unified information bases for 
information security risk management and the 
need for risk measurement methods as high prior-
ity issues. Aime et al. (2007) shortly afterwards 
attested the lack of a set of well-defined formal 
models for supporting the information security 
risk management process in 2007. According to 
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the 2008 Information Security Breaches Survey 
(BERR, 2008), only 48% of 1.007 interviewed 
UK organizations formally assess information 
security risks. To date such organizations have 
mostly relied on off-the-shelf software solutions, 
best-practice guidelines, information security 
standards, and/or domain experts to conduct the 
risk assessment and mitigation phases. However, 
problems are linked to these approaches:

• Best-practice guidelines provide excellent 
knowledge about potential threats, vulner-
abilities, and controls, but without an in-
formation security domain expert the or-
ganization is not always able to consider 
all the complex relationships between all 
the relevant information security concepts, 
with the result of an inadequate informa-
tion security approach which endangers 
the performance of the organization’s mis-
sion (Vitale, 1986; Bandyopadhyay and 
Mykytyn, 1999; Jung et al., 1999; Baker 
and Wallace, 2007)

• To identify the concrete infrastructure el-
ements which are endangered by certain 
threats the organization has to manually 
combine the knowledge from best-practice 
guidelines with their actual infrastructure 
(Baskerville, 1993)

• Especially information security standards 
only state very abstract implementation 
suggestions for risk mitigation; concrete 
controls or combinations thereof are most-
ly missing, leading to inefficient risk miti-
gation strategies (Siponen 2006; Baker et 
al., 2007)

• The determination of threat probabili-
ties is predominantly based on subjective 
perceptions and not an objective evalua-
tion (Frosdick, 1997; Bandyopadhyay and 
Mykytyn, 1999; Baker et al., 2007)

Regardless of which information security 
risk management methodology is considered, 

it always includes the assessment of business 
crucial assets and the assessment of potential 
threats, corresponding vulnerabilities and controls 
which are able to minimize the risk to an accept-
able level (Baskerville, 1993). While intensive 
knowledge about the organization itself and the 
entire information security domain is fundamental 
to the presented approaches (Jung et al., 1999), 
only little research has been conducted on the 
formal knowledge representation of the domains 
which are relevant to information security risk 
management (cf. Schumacher (2003); Kim et al. 
(2005); Herzog et al. (2007)). To elaborate on the 
ISRM-specific requirements we abstract existing 
ISRM methodologies in a first step.

Abstracting Existing 
ISRM Methodologies

To abstract existing ISRM methodologies and 
to identify their similarities we analyzed and 
compared the risk management methodologies 
(i) CRAMM, (ii) NIST800-30, (iii) OCTAVE, 
(iv) EBIOS, and (v) ISO27005. At the analysis 
we focused on the activities of each phase as 
described in the corresponding documentation. 
Every information security risk management 
methodology requires the inventory and security 
classification of the relevant infrastructure ele-
ments and the identification of the organizations’ 
missions and goals in a first phase. From a high-
level perspective, the subsequent phases always 
require the identification of threats and the cor-
responding vulnerabilities to determine the threat 
probability together with already implemented 
controls, which is required in combination with 
the results of the impact analysis to determine the 
actual risk. The circumstance that the considered 
methodologies share a lot of commonalities and 
only few differences allowed us to create generic 
information security risk management phases, 
which represent the considered methodologies 
from a high-level perspective:
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1.  System Characterization: Definition of the 
system boundaries and assets used and/or 
required by the defined system → requires 
the systematic inventory of tangible (e.g., 
persons or physical assets) and intangible 
(e.g., data or software) assets → determi-
nation of the acceptable risk level for each 
inventoried asset.

2.  Threat and Vulnerability Assessment: 
This phase requires the determination of po-
tential threats, corresponding threat origins 
and vulnerabilities. A security requirements 
checklist, which can be used for a compliance 
evaluation regarding current and/or planned 
controls, is required for the subsequent risk 
determination.

3.  Risk Determination: This phase deter-
mines amongst others the probability of a 
threat exploiting a certain vulnerability in 
the given system. The subsequent impact 
analysis determines the impact on the orga-
nization’s ability to perform its mission, if a 
threat should successfully exploit a certain 
vulnerability. By combining the threat prob-
ability with the magnitude of the impact, the 
organization is able to determine the risk 
level and thus to plan the necessary actions.

4.  Control Identification: Elaborates, by 
considering already implemented controls, 
on additional control implementations which 
could mitigate or reduce the risks to an ac-
ceptable level.

5.  Control Evaluation and Implementation: 
Evaluates identified control implementations 
or combinations thereof regarding their cost/
benefit ratio. Those control implementations 
which are suitable to mitigate the risk to an 
acceptable level at the lowest possible costs 
are incorporated in the control implementa-
tion plan.

Aligning our research activities to these generic 
phases ensures that the research results can be 
applied to a broad range of existing information 

security risk management methodologies. The fol-
lowing sections elaborate on current approaches to 
supporting information security risk management 
and define, based on their identified shortcomings, 
the requirements to holistically support the entire 
information security risk management process.

CURRENT APPROACHES TO 
SUPPORTING INFORMATION 
SECURITY RISK MANAGEMENT

Since most information security risk manage-
ment methodologies only slightly differ from 
a high-level perspective, most of the following 
approaches are not exclusively designed for 
supporting a certain methodology. The described 
approaches are not mutually exclusive or limited 
to a certain phase of an information security risk 
management methodology.

Spreadsheet approaches: One common ap-
proach to support information security risk man-
agement efforts is based on simple spreadsheet 
documents which are used to catalog existing 
assets, threats, and vulnerabilities including their 
corresponding attributes, without installing ad-
ditional programs or databases. Most people are 
acquainted with spreadsheet technologies, and 
organizations often prefer these solutions as the 
further processing of the content is quite easy. 
In addition, spreadsheet programs offer a broad 
range of mathematical functions and thus allow 
for simple quantitative approaches. Analysts can 
create their own templates and adapt them to the 
organization’s needs, use freely available versions, 
or purchase one of the many commercial solutions. 
In most cases the spreadsheets include question-
naires containing questions like “Are regular tests 
made of the effective capacity to restore data and 
restart application after an incident?”. For each 
question the user fills in the implementation status 
(yes or no), weight (numerical value), and poten-
tial comments (free text). The organization-wide 
risk level is finally based on the entire answer 
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set, i.e. on the implementation status of each 
security control and its subjective importance 
(weight). However, growing amounts of data 
and increasing functionality lead to a significant 
overhead necessary for maintaining up-to-date 
and accurate files. Furthermore, the spreadsheet 
solution lacks an established underlying data 
model including interrelations. Therefore, it is 
difficult to efficiently query data and express 
reusable domain knowledge. Without a formal 
basis it is not possible to verify the correctness 
of the modeled data (e.g., detect inappropriate 
controls, such as the definition of an anti-virus 
program as a control implementation for the 
threat of fire) or to automatically enrich or infer 
new knowledge (e.g., newly added assets should 
be automatically connected to threats based on 
their asset classification).

Questionnaires: Checklist-based approaches 
are another possibility to support information se-
curity risk management. The assigned employee 
completes a questionnaire that reveals potential 
weaknesses and provides corresponding security 
recommendations. The questions as well as the 
predefined sets of recommendations are often 
based on best-practice guidelines. One weakness 
of checklists is that they usually offer general, 
high-level recommendations and, thus, cannot 
support organization specific threat scenarios. 
Furthermore, there is no underlying data model 
that makes connections between the involved enti-
ties explicit and allow for modification and reuse.

Hazard and operability studies (HAZOPS): 
Some information security risk management 
methodologies (e.g., CORAS (Fredriksen et 
al., 2002)) incorporate HAZOP in the phases 
system characterization, threat and vulnerability 
assessment, and risk determination. HAZOP is 
a structured brainstorming exercise in which a 
multi-disciplinary expert team systematically 
considers defined assets and their intention. Guide 
words (e.g., ‘not’, ‘more’, ‘less’) and parameters 
(e.g., ‘throughput’) are defined to assess possible 

operation deviations and potential consequences 
of any deviations.

Failure modes, effects and criticality analy-
sis (FMECA): In contrast to HAZOP, FMECA is 
conducted by an individual expert who identifies 
failure modes or design weaknesses of a given sys-
tem. Each functional component and sub-system 
of the considered system is considered to identify 
potential failure modes. The consequences of 
each identified failure mode are considered at the 
sub-system and overall system level respectively 
(Frosdick, 1997). As FMECA commonly uses 
spreadsheet approaches to manage the gathered 
expert knowledge, a formal basis of the gathered 
knowledge is not given, resulting in the typical 
drawbacks of spreadsheet approaches.

Fault tree analysis (FTA): Fault trees show 
how a system failure might occur. An expert team 
identifies lower-level events (fault enablers) and 
their probabilities and combines them by Boolean 
logic to analyze an undesired top-level event (fault) 
of a system. After constructing the fault tree the 
risk manager is able to improve the security status 
of the given system by lowering the probability 
of the identified lower-level events.

Off-the-shelf solutions: Software solutions 
incorporating several of the approaches described 
above and supporting entire information security 
risk management methodologies (e.g., CRISAM 
Explorer by Calpana, GSTool by the German 
Federal Office for Information Security, CRAMM 
by Insight Consulting or EBIOS by the French 
DCSSI) are a further possibility to support infor-
mation security risk management. These solutions 
support users in preparing, administrating, and 
updating information security concepts that meet 
the requirements of the corresponding methodol-
ogy. After having modeled the organization’s as-
sets relevant to information security, the solutions 
offer predefined threats and connected controls 
for the various asset classes. Although these ap-
proaches are sophisticated, their underlying data 
structures are proprietary and thus difficult to 
apply in different contexts, hindering standard-
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ized and collaborative information security risk 
management.

Requirements

The support approaches described previously, 
best-practice guidelines, information security 
standards, and expert knowledge can support 
organizations in the risk assessment and mitiga-
tion phases. Regardless of which of the existing 
support approaches is used, each organization has 
to invest a great deal of time and money in manu-
ally dealing amongst others with the following 
questions: (1) What are potential threats for my 
organization?, (2) How probable are these threats?, 
(3) Which vulnerabilities could be exploited by 
such threats?, (4) Which controls are required to 
most effectively mitigate these vulnerabilities?, 
and (5) What is the potential impact of a particu-
lar threat? According to the generic information 
security risk management phases we defined the 
requirements to address the drawbacks of exist-
ing support approaches in the phases: (i) system 
characterization, (ii) threat and vulnerability as-
sessment, and (iii) risk determination. In the risk 
determination phase we are only addressing the 
probability determination. The phases control 
identification and control evaluation are not in the 
scope of the following requirements assessment.

General Requirements

• Organizations in the same business field 
and in a similar geographical location 
often come up with similar answers to 
most of the questions mentioned above. 
Therefore, a knowledge base capable to 
store information security relevant knowl-
edge is required.

• The knowledge base has to allow the incor-
poration of general information security 
domain knowledge (e.g. what are potential 
threats and how can corresponding vulner-
abilities be mitigated) and specific knowl-

edge about the considered organization to 
allow the automatic determination of its 
current information security status (Jung 
et al., 1999). As pointed out by Ghillon et 
al. (2001) the knowledge base has to incor-
porate not only technical but also organi-
zational and human-centered information 
security aspects.

• The knowledge has to be represented for-
mally to ensure automatic reasoning (Aime 
et al., 2007).

• Many organizations carry out certification 
initiatives especially in sensitive business 
sectors (e.g., financial or health sector) 
or to comply with legal regulations (e.g. 
Basel II, Sarbanes Oxley Act), but com-
plain about high costs, the bureaucratic 
certification process and the lack of meth-
ods for measuring the cost/benefit ratio 
(BERR, 2008). To ensure automatic com-
pliance checks, controls have to be derived 
from existing best-practice guidelines and 
information security standards.

• Controls and their fulfillment requirements 
have to be expressed formally to ensure 
automatic compliance checks. As every 
asset of the organization can be used for 
fulfilling an information security control, 
the knowledge model has to express fulfill-
ment requirements formally by incorporat-
ing available asset concepts.

System Characterization

• To comprehensively map the assets of the 
organization to the knowledge model, it 
has to incorporate concepts for tangible 
(e.g., persons or physical assets) and intan-
gible (e.g., data or software) assets respec-
tively (cf. Stoneburner et al. (2002)).

• Relations between asset concepts have to 
ensure that the physical and virtual loca-
tion of each asset can be described formal-
ly in the knowledge model to determine to 
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which extent existing control implementa-
tions are protecting the asset.

Threat and Vulnerability Assessment

• To holistically model the information se-
curity domain, the knowledge model has 
to incorporate the concepts threat, vulner-
ability, and control (cf. Stoneburner et al. 
(2002)).

• Relations have to explicitly express the 
dependencies between information secu-
rity concepts (e.g., assets, vulnerabilities, 
threats, controls) to explicate the effects of 
concrete control implementations on the 
security status of the organization.

Risk Determination

• The knowledge model has to incorporate a 
priori threat probabilities (e.g. crime statis-
tics of different cities) which are required 
to determine an organization-specific 
posterior threat probability (cf. ISO/IEC 
(2007)).

• Based on existing control implementations 
posterior threat probabilities have to be 
calculated automatically.

SOLUTIONS AND 
RECOMMENDATIONS

According to these requirements we aimed at 
developing novel techniques to efficiently gather 
comprehensive knowledge about the information 
security domain and the actual organization and 
provide it in a formal form to support a broad range 
of information security risk management method-
ologies. By developing a formal knowledge model, 
establishing a corresponding knowledge base and 
developing novel threat probability determination 
techniques we addressed the stated requirements.

Ontologies are able to elegantly address the 
stated requirements. They provide concepts to 
formally describe a domain, which is fundamen-
tal for meeting the stated requirements in order 
to holistically support information security risk 
management. According to Studer et al. (1998) 
“an ontology is a formal, explicit specification of 
a shared conceptualization. A conceptualization 
refers to an abstract model of some phenomenon 
in the world by having identified the relevant 
concepts of that phenomenon. Explicit means 
that the type of concepts used, and the constraints 
on their use are explicitly defined. Formal refers 
to the fact that the ontology should be machine 
readable, which excludes natural language. Shared 
reflects the notion that an ontology captures 
consensual knowledge, that is, it is not private 
to some individual, but accepted by a group.” 
(Studer et al., 1998)

The Security Ontology: A 
Formal Information Security 
Knowledge Base

As the previous chapters have shown, a concep-
tual and formal model of information security is 
required for supporting the information security 
risk management process in an automated way. 
Ontologies are one possibility for modeling the 
information security domain in order to make it 
accessible to machines. Therefore, we proposed 
the security ontology based on the security rela-
tionship model described in the National Institute 
of Standards and Technology Special Publication 
800-12. Figure 1 shows the high-level concepts 
and corresponding relations of our ontology 
(cf. Fenz and Ekelhart (2009) for further details 
regarding the ontology). A threat gives rise to 
follow-up threats, represents a potential danger 
to the organization’s assets and affects specific 
security attributes (e.g. confidentiality, integrity, 
and/or availability) as soon as it exploits a vul-
nerability in the form of a physical, technical, or 
administrative weakness. Additionally each threat 
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is described by potential threat origins (human 
or natural origin) and threat sources (accidental 
or deliberate source). For each vulnerability a 
severity value and the asset on which the vulner-
ability could be exploited is assigned. Controls 
have to be implemented to mitigate an identified 
vulnerability and to protect the respective assets 
by preventive, corrective, deterrent, recovery, or 
detective measures (control type). Each control 
is implemented as asset concept, or as combina-
tions thereof. Controls are derived from and cor-
respond to best-practice and information security 
standard controls (e.g. the German IT Grundschutz 
Manual (BSI, 2004) and ISO/IEC 27001 (ISO/
IEC, 2005)) to ensure the incorporation of widely 
accepted knowledge. The controls are modeled 
on a highly granular level and are thus reusable 
for different standards. When implementing the 
controls, a compliance with various information 
security standards is implicit. The coded ontol-
ogy follows the OWL-DL (W3C Web Ontology 
Language) (W3C, 2004) standard and ensures that 
the knowledge is represented in a standardized 
and formal form. The formal representation of the 
information security knowledge enables its utiliza-
tion by automated systems, which is described as 

one of the most important knowledge management 
issues according to King et al. (2002).

According to the stated requirements the se-
curity ontology allows the incorporation of gen-
eral information security domain knowledge 
(threats, vulnerabilities, controls, security attri-
butes, etc.) and specific knowledge about the 
considered organization. Threats, vulnerabilities, 
and controls are related to each other. Obvious 
effects (e.g. threat gives rise to another threat, or 
threat exploits vulnerability) are explicitly de-
scribed. The organization is mainly modeled 
within the organization and asset concepts, their 
sub-concepts and corresponding relations. To 
comprehensibly map the assets of the organization 
to the ontology, concepts for tangible (e.g., persons 
or physical assets) and intangible (e.g. data or 
software) assets have been incorporated into the 
ontology. Physical and virtual asset locations can 
be described by ontological relations. The entire 
ontology is coded with OWL enabling automatic 
reasoning and machine-readability. Formal control 
descriptions included within the control concepts 
have been derived from best practice guidelines 
and information security standards, enabling the 
usage of the ontology for compliance checks. The 
security ontology supports existing ISRM meth-

Figure 1. Security ontology: top-level concepts and relationships
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odologies at the abstract phases System Charac-
terization, Threat and Vulnerability Assessment, 
and Risk Determination.

Bayesian Threat Probability 
Determination

Based on the security ontology which is used to 
generate the actual calculation model this section 
describes a statistical model to determine threat 
probabilities based on (i) existing control imple-
mentations, (ii) the effectiveness of the attacker, 
(iii) the a priori threat probability, and (iv) relations 
to corresponding threats. Moreover, this section 
examines how the security ontology is utilized 
to build Bayesian networks to support the threat 
probability determination. The reasons for choos-
ing Bayesian networks for the threat probability 
determination are: (1) reduction of the calculation 
complexity, (2) the possibility to incorporate in-
terdependencies into the calculation schema, (3) 
result consistency, and (4) calculation efficiency.

According to Heckerman (1996), the initial 
tasks when creating a Bayesian network include: 
(1) the identification of the goals of modeling, 
(2) the identification of existing observations 
which are potentially relevant to these goals, (3) 
the determination of the most relevant subset, 
and (4) the organization of the observations into 
variables which have mutually exclusive states. 
While the goal, a more objective threat prob-
ability determination, is quite clear, this section 
more extensively addresses the selection of the 
necessary variables. Since holistic databases about 
threat occurrence rates are not available, relevant 
variables for threat probability determination had 
to be derived manually from existing best-practice 
guidelines.

T is assumed to be the set of variables {T1, T2, 
…, Tn} representing the threats which probabilities 
have to be determined. It is assumed that each 
threat has exactly one of a finite set of probabil-
ity states (expressed as a vector, representing the 
probability distribution among distinct states, e.g. 

high, medium, and low). Since the threat prob-
ability or influencing factors cannot be determined 
quantitatively, a qualitative rating is used in this 
approach. The main problem of quantitative meth-
ods is that they pretend an accuracy which cannot 
be achieved by current estimation approaches 
(OCG, 2007). In contrast to a quantitative rating 
with which it is hardly possible to determine the 
occurrence of a certain threat with a 67% and 
not with a 68% chance, a qualitative rating (e.g. 
high, medium, and low) is a more human way of 
estimating or handling a probability. To enable 
humans to provide the necessary input and to 
understand the corresponding output respectively, 
clear definitions for every possible variable state 
in the Bayesian network were provided according 
to Druzdzel (1996). For each variable a three-point 
Likert scale (Likert, 1932) was defined to capture 
the subjective impressions on the input variables 
and to represent the results on the intermediate and 
output variables. The Likert scale was used since 
it represents an ordinal scale which allows rank-
ing the scale characteristics (Diekmann, 2007).

As already mentioned, the objective of the 
Bayesian network is to determine the probability 
of threats taking various influence factors into 
account. Therefore, the following factors have 
been identified:

1.  predecessor threats (PT1Ti, …, PTnTi) in-
fluence the considered threat (Ti) which 
influences its successor threats (ST1Ti, …, 
STnTi); therefore dependencies amongst a 
given threat set T had to be considered (see 
the upper left section in Figure 2),

2.  according to Stoneburner et al. (2002), each 
threat (Ti) requires one or more vulnerabili-
ties (V1, …, Vn) to become effective; thus 
the existence of unmitigated vulnerabilities 
significantly influences the threat probability 
(see the lower left section in Figure 2),

3.  controls can be used to mitigate identified 
vulnerabilities, while the mitigation depends 
on the effectiveness of a potential control 
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combination (CCEVi) which again depends 
on the actual effectiveness of the controls 
which are used in this combination (CE1, 
…,CEn), and

4.  (a) in the case of deliberate threat sources, 
the vulnerability exploitation probability 
(PPVi) is determined by the effectiveness of 
a potential attacker (AEVi) which is again 
determined by the motivation (AMVi) and 
the capabilities (ACVi) of the attacker as 
stated in (ISO/IEC, 2007), (b) in the case 
of accidental threat sources and/or natural 
threat origins, the vulnerability exploitation 
probability (PPVi) is determined by the a 
priori probability (APTi) of the corresponding 
threat (Ti) (see the right section of Figure 2).

Figure 2 shows the proposed model for deter-
mining threat probabilities by taking the afore-
mentioned factors into consideration. It should be 
noted that the risk manager merely has to rate the 
nodes for the attacker’s motivation AMVi and the 

attacker’s capabilities ACVi. Further input, such 
as the control implementation effectiveness CEi 
and the calculation schemes for every intermediate 
node, is derived from the security ontology. The 
result for each threat probability is represented 
as a distribution of the chosen rating scale (e.g. 
high, medium, and low).

After introducing the formalisms of the Bayes-
ian threat probability determination, the connec-
tion to the security ontology framework, which 
provides a foundation to enrich the Bayesian 
network with concrete knowledge is described. 
Since the security ontology provides detailed 
knowledge about threat, vulnerability, and control 
dependencies, this knowledge could be utilized 
to build up the Bayesian network for the threat 
probability determination. Figure 2 gives an 
overview of the connections between the proposed 
Bayesian threat probability determination and the 
security ontology.

First of all, a threat net, including the relations 
between the threats and their a priori threat prob-

Figure 2. Bayesian network for threat probability determination
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ability will be set up. Since each threat modeled in 
the security ontology is connected by the security 
ontology relation sec:givesRiseTo to follow-up 
threats (see Figure 2) the corresponding threat net 
can easily be created. The a priori threat probability 
vector for each threat Ti is also derived from the 
security ontology, depending on the actual physical 
location of the organization. The sec:Probability 
concept and the sec:probabilityDistribution 
property of the security ontology connect each 
threat of a given physical location with its a priori 
probability. Since weights for all threat probability 
influencing factors (influencing threats and vul-
nerabilities) are necessary, they are distributed 
equally. For example, if one threat was influenced 
by two threats, the weight for each influencing 
factor, namely the two influencing threats and 
the vulnerabilities node, would be 0.3333. Tun-
ing these default weights is of course possible, 
if necessary.

For each threat the approach has to determine 
the corresponding vulnerabilities. In the secu-
rity ontology this relationship is modeled by the 
sec:exploits relation (see Figure 2) which allows 
revealing the vulnerabilities of a given threat. As 
the vulnerabilities vector is determined by single 
vulnerabilities and their weights, the weight of 
each vulnerability which influences the intermedi-
ate vulnerabilities vector was determined. Since 
the security ontology provides a severity rating SVi 
for each vulnerability (high (3), medium (2), and 
low (1)), a numerical weight for each vulnerability 
can be determined by dividing the severity of the 
considered vulnerability by the severity sum of 
all vulnerabilities relevant to the threat.

The exploitation probability of each vulnerabil-
ity variable is determined by (1) the effectiveness 
of the implemented control combination, (2) the 
attacker’s effectiveness in the case of a deliberate 
threat source or by the a priori threat probability in 
the case of an accidental threat source. By default 
all components are weighted equally. While the 
attacker’s effectiveness and the a priori threat 
probability are not rated on an asset-specific 

level, the control combination effectiveness is 
determined specifically for the considered asset. 
Therefore, reasoning algorithms query the security 
ontology regarding those control implementa-
tions effectiveness values which are relevant for 
the considered asset/vulnerability combination 
(e.g. the effectiveness of the antivirus solution 
installed on certain PC to determine together with 
further input factors the malware affliction threat 
probability).

With the security ontology relation 
sec:mitigatedBy (see Figure 2) the required 
control implementation combination which is 
necessary to mitigate the given vulnerability can 
be derived. Since each implementation in the 
recommended control combination has a differ-
ent effectiveness, its weight differs dependently 
on the implementation’s importance for the cur-
rent control combination. The security ontology 
concept sec:ControlImplementation represents 
the effectiveness for each control/implementation 
combination by a three-point Likert scale (high, 
medium, low).

Example

Figure 3 shows a simplified example network 
for calculating the posterior probability of the 
“unauthorized physical access” threat. Each 
node presents the probability by a distribution 
on a three-point Likert scale (high, medium, and 
low). The grey nodes represent knowledge facts 
such as a prior probabilities or control imple-
mentation effectiveness values which have been 
derived from the security ontology. As depicted 
the “unauthorized physical access” threat prob-
ability depends on its a priori probability and the 
posterior probability of the “break-in” threat. The 
“break-in” threat probability is determined by its 
a priori probability and exploitation probabilities 
of the vulnerabilities “no intrusion alarm system” 
and “no entrance control”. Both vulnerability 
exploitation probabilities are influenced by the 
(i) attacker’s effectiveness, (ii) the effectiveness 
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of existing control implementations, and (iii) a 
priori exploitation probabilities which have been 
derived from the “break-in” a priori threat prob-
ability. The attacker effectiveness is composed of 
the attacker’s motivation (high) and its capabilities 
(low). The “no entrance control” vulnerability re-
quires the implementation of an entry checkpoint 
and a security guard. In this case both control 
implementations are highly effective. The “no 
intrusion alarm system” vulnerability requires 
the implementation of an intrusion detector and 
an alarm system. While the intrusion system is 
implemented by a low effective solution in this 
example, the alarm system is implemented by a 
medium effective solution. In this example all 
nodes of the network are weighted equally in each 
parent/child node context.

While the example network consists of only 
a few nodes the entire network generated based 
on the security ontology has about 500 nodes, 
about 500 links, and over 30.000 conditional 
probabilities encoded within the nodes. See http://
securityontology.sba-research.org/network.zip for 
an instance of a full-sized threat probability de-
termination network.

According to the stated requirements the secu-
rity ontology provides the Bayesian model with 
the necessary concepts, relations, and a priori 
knowledge. Based on this knowledge the pro-
posed Bayesian model calculates posterior threat 
probabilities taking existing organization-specific 
control implementations into consideration. The 
main advantage is that the calculation is compre-
hensible and that the underlying knowledge model 
can be easily adapted on the ontology level. The 
proposed Bayesian threat probability determina-
tion model supports existing ISRM methodologies 
at the Risk Determination phase.

Discussion

Both, the security ontology and the Bayesian 
threat probability determination method provide 
novel ISRM tools to security professionals. It has 
to be stressed that security professionals are still 
required to conduct the actual security analysis 
and to decide on how to handle the calculated 
risks. In contrast to existing solutions the proposed 
approaches have been developed with the aim to 
increase the efficiency and comprehensibility of 

Figure 3. Example threat probability determination network
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the ISRM process. By using machine-readable 
knowledge models we enable the centralized 
collection and decentralized usage of information 
security knowledge. Based on that knowledge 
the Bayesian threat probability determination 
enables security professionals to comprehensibly 
determine threat probabilities.

FUTURE RESEARCH DIRECTIONS

As discussed, the developed security ontology 
and the corresponding Bayesian threat probability 
determination method are only the first steps to 
address current ISRM problems. The following 
research directions should be addressed by the 
research community to tackle the remaining issues.

Research Direction 1: Systematically 
Assessing ISRM Needs

First, it is necessary to assess the specific needs 
of people working in the ISRM field. What are 
their main problems at their day-to-day work and 
which technologies can be used to make their work 
more efficient and reliable? As organization- and 
information security-specific knowledge is the 
fundamental issue in ISRM such an assessment 
has to focus on the corresponding knowledge 
management issues. Who requires which type of 
knowledge from whom? How is willing to share its 
knowledge under which circumstances? Is there a 
common knowledge baseline such as information 
security best-practice guidelines or standards?

Only if we have profound knowledge about 
these and related ISRM needs we can address them 
by developing technology which helps people at 
conducting the necessary ISRM activities.

Research Direction 2: Extending 
ISRM Knowledge Bases

Based on the results of Research Direction 1, ISRM 
knowledge bases such as the presented security 

ontology have to be extended by additional reli-
able and accepted sources such as best-practice 
guidelines and information security standards. 
Besides this static knowledge component they 
also have to allow the incorporation and manage-
ment of dynamic and probably conflicting expert 
knowledge. The questions in the context of this 
research direction are: How can existing infor-
mation security knowledge sources be mapped 
and concentrated in one formal knowledge base? 
Which extensions are required to allow the incor-
poration and management of conflicting expert 
knowledge?

Research Direction 3: Combining 
the Web 2.0 idea with ISRM 
Knowledge Management

Based on a knowledge base containing broad but 
basic ISRM knowledge, we have to find methods 
to extend the knowledge in a collaborative way. 
While it would be feasible for one organization to 
initialize the knowledge base, it would be hardly 
possible to extend and maintain the knowledge 
base to all relevant ISRM knowledge domains. 
Therefore, we have to introduce the Web 2.0 idea 
into ISRM knowledge management. Similar to 
Wikipedia and based on a formal knowledge model 
such as the presented security ontology, people of 
different domains should be able to contribute to 
the knowledge base. In return, everybody would 
be able to use the available knowledge for his 
organization. To encourage people to contribute 
we have to develop incentive or knowledge trad-
ing systems. The main problem of such trading 
systems will be how to determine the quality and 
the corresponding value of knowledge. Another 
challenge will be how we deal with sensitive 
knowledge which can be used by competitors 
against the contributor (e.g. organization-specific 
vulnerabilities). Technologies such as anonymiza-
tion2 or pseudonymization3 have to be combined 
with the knowledge base to protect contributors’ 
interests.
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Research Direction 4: ISRM Usability

ISRM is also a communication tool, which trans-
forms purely technical issues (e.g. absence of 
a virus scanner) to monetary terms compatible 
with the management mind set (e.g. associated 
risk measured in a certain currency). Therefore, 
it is extremely crucial to focus on the usability 
aspects of ISRM. Especially the ISRM result 
communication should be target group-specific. 
Therefore, we have to assess the usability needs 
of different target groups such as management, 
information security experts, or IT experts. Each 
target group requires a different visualization 
and result detail level to use the results for their 
decisions. Crucial results such as very high risks 
have to be visualized in a proper way to prevent 
that they are misinterpreted or simply overseen.

CONCLUSION

Information technology is fundamental for our 
economical and private life, and developed as well 
as emerging markets would not be able to survive 
without IT. Information security risk management 
provides us a toolset to protect our IT from com-
mon threats by implementing appropriate and 
cost-efficient safeguards. Although, ISRM is now 
used for over 30 years it is still linked to several 
problems that have been discussed in this chapter. 
By abstracting the phases of existing informa-
tion security risk management methodologies, 
developing a security ontology, and a Bayesian 
concept for threat probability determination this 
chapter addressed some of the identified problems. 
The security ontology enables the storage of 
ISRM-specific knowledge in a formal, reusable, 
and machine-readable knowledge base, helping 
organizations to reduce their costs for knowledge 
acquisition. The presented Bayesian threat proba-
bility determination method enables organizations 
to comprehensibly calculate organization-specific 
threat probabilities based on the knowledge stored 

in the security ontology. The following future 
research directions have been identified: (i) sys-
tematically assessing ISRM-needs, (ii) extending 
ISRM knowledge bases, (iii) combining the Web 
2.0 idea with ISRM knowledge management, and 
(iv) enhancing the usability in ISRM.
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KEY TERMS AND DEFINITIONS

Bayesian Network: A directed acyclic graph. 
The nodes of the graph represent relevant variables 
of the problem domain and links between the 
nodes connect dependent variables. Conditional 
probability tables in each node enable the calcula-
tion of conditional probabilities for each node by 
taking the state of its parent node(s) into account.

Information Security Risk Management: 
A methodology which enables organizations to 
select cost-efficient safeguards to reduce the risk 
for their resources to an acceptable level.

Ontology: Machine-readable specification of a 
knowledge domain consisting of formal concepts, 
relations, and individuals.

Security Ontology: A formal knowledge 
model describing the information security domain 
and a formal knowledge base providing knowledge 

about threats, vulnerabilities, controls, and control 
implementation effectiveness values.

Threat Probability: Probability that a threat 
realizes. The probability is influenced by its a 
priori probability, the probability of its predecessor 
threats, and the exploitation probability of the vul-
nerabilities which can be exploited by the threat.

ENDNOTES

1  In the context of this chapter the term re-
sources includes the hardware, software, 
and information of an organization.

2  Anonymized data does not contain any data 
which can be used to associate a certain per-
son with the considered data (e.g. removing 
personal-related data from electronic health 
records).

3  Pseudonymization removes identifying data 
(e.g. names or social insurance numbers) and 
replaces it with a pseudonym. Only under 
specified and controlled circumstances it is 
possible to associate the pseudonyms with 
the original personal data.


